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Introduction 
The General Data Protection Regulations (GDPR), to be included in the expected Data Protection Act 
2018, is the law that protects personal privacy and upholds individuals’ rights.  It applies to anyone who 
handles or has access to people’s personal data.   
 

This policy is intended to ensure that personal information is dealt with properly and securely and in 
accordance with the GDPR. It will apply to information regardless of the way it is used, recorded and stored 
and whether it is held in paper files or electronically.  
 

The School is required to process relevant personal data regarding staff, pupils, their parents and 
guardians. 
   
The school must manage and process personal data properly, protect the individual’s right to privacy and 
provide an individual with access to all personal data held on them. 
 

The school will make available privacy notices which inform data subjects why their personal information 
is needed, how it will be used and with whom it will be shared. 
 

The Principles 
The school shall, so far as is reasonably practicable, comply with the six Data Protection Principles 
contained in the GDPR to ensure all data is: 

 
i. Processed lawfully, fairly and in a transparent manner; 
ii. Collected for specified, explicit and legitimate purposes, and not further processed in a 

manner that is incompatible with those purposes; 
iii. Adequate, relevant and limited to what is necessary in relation to the purposes for which 

they are processed; 
iv. Accurate and, where necessary, kept up to date; every reasonable step must be taken to 

ensure that personal data that is inaccurate, having regard to the purposes for which it is 
processed, are erased or rectified without delay; 

v. Kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data is processed; 

vi. Processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical and organisational measures. 

 

Personal Data 
Personal information is any information that relates to a living individual who can be identified from the 
information, including information such as an online identifier, such as an IP address.  This includes both 
automated personal data and manual filing systems, as well as chronologically ordered data and 
pseudonymised data. 
 

In the context of this document and the School’s requirement to process “personal data” as part of its duty 
of care and to educate its pupils, “personal data” may include: 

 

 Pupil records including name and address, date of birth, emergency contacts 

 School admission and attendance registers 

 Student’s curricular records 

 Reports to parents on the achievements of their children 

 Records in connection with students entered for prescribed public examinations 

 Student disciplinary records 

 Personal information for teaching purposes 

 Staff records, including payroll records 

 References 
 

In addition, the school may be required by law to collect and use certain types of information to comply with 
statutory obligations of Local Authorities, Government Agencies and other bodies. 
Personal data such as racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade 
union membership, and the processing of genetic data, biometric data, data concerning health or data 
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concerning a person’s sexual orientation is classed as special categories of personal data, and the 
processing of this data is more strictly controlled. 
 

Processing Personal Data and Consent 
The school will only process personal data where one of the following applies: 

 

i. the data subject has given consent; 
ii. processing is necessary for the fulfilment of a contract in which the data subject is party 

or in order to take steps at the request of the data subject prior to entering into a 
contract; 

iii. processing is necessary for compliance with a legal obligation to which the controller is 
subject; 

iv. processing is necessary in order to protect the vital interests of the data subject or 
another natural person; 

v. processing is necessary so that the school, as a public authority, can carry out a task in 
the public interest; 

vi. processing is necessary for the purpose of the legitimate interests of the school or a third 
party. 
 

In general, the school processes pupil data so that it can carry out its duties as a public authority, and staff 
data is processed to fulfil the contract of employment we have with the member of staff.  We will explain in 
our privacy notices the lawful basis for processing data, or ask for consent where one of the other bases 
does not apply. 
 

For special categories of data, explicit consent to process the data will be required unless the processing is 
necessary for one of the special purposes listed in Article 9 of the GDPR. 
 

Consent 
Where processing is based on consent, the consent given will be a positive indication, rather than inferred.  
Requests for consent will be in an intelligible and easily accessible form, using clear and plain language.  
Under the GDPR, children under the age of 13 are not considered mature enough to give consent, so 
where we require consent to process data, we will request this from the child’s parents. 
 

Photographs 
The school may take photographs or video footage of pupils within the school. These may be used 
internally on school noticeboards or in classrooms, or may appear externally in publications such as the 
prospectus, or on the school website or Facebook page. External agencies such as the school 
photographer may take photos, or photos may be made available to local newspapers.  When photos are 
used externally, they will not be accompanied with any other personal information about the child.  The 
school will obtain consent from parents (or the individuals if over 16) to use these images, and will explain 
how the photos will be used.  Parents can refuse to give consent, or withdraw it at any time. 
 

Data Protection Controller and Data Protection Officer 
The school has a legal responsibility to comply with the GDPR.  The school, as a corporate body, is named 
as the Data Controller under the Regulations. 
 

Data Controllers are people or organisations who determine the purposes and means of the processing of 
personal data. The school is required to ‘notify’ the Information Commissioner that they are processing 
personal data.  This information will be included in a public register which is available on the Information 
Commissioner’s website:  

 

https://ico.org.uk/about-the-ico/what-we-do/register-of-data-controllers/ 
 

A Data Protection Officer (DPO) will be appointed to inform and advise the school and its employees about 
their obligations to comply with the GDPR and other data protection laws, and to monitor the school’s 
compliance with these laws.  The DPO will have professional experience and knowledge of data protection 
law, will report to the highest level of management at the school and will operate independently.  Sufficient 
resources will be provided to the DPO to enable them to meet their GDPR obligations. 
 

Rights of Acess 
Individuals have a right of access to information held by the School.  Any individual wishing to access their 
personal data should submit a Subject Access Request (SAR) in writing or by email addressed to the Data 
Protection Officer at the school address: 

https://ico.org.uk/about-the-ico/what-we-do/register-of-data-controllers/
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Westoning Lower School, High Street, Westoning, Beds, MK45 5JH. 
office@westoninglowerschool.co.uk 

 

Requests will be responded to within a month, unless there are numerous or complex requests, in which 
case the period of compliance will be extended by a further two months.  The individual will be informed of 
this extension, and will receive an explanation of why the extension is necessary within one month of the 
receipt of the request.  The school will verify the identity of the person making the request before any 
information is supplied. 
 

Where a request is manifestly unfounded or excessive, the school retains the right to refuse to respond to 
the request.  The individual will be informed of the decision and the reasoning behind it, as well as their 
right to complain to the supervisory authority and to a judicial remedy, within one month of the refusal. 
 

A copy of the information will be supplied to the individual free of charge, however the School may charge a 
reasonable fee for providing further copies of the same information, or where a request is manifestly 
unfounded, excessive or repetitive.  All fees will be based on the administrative cost of providing the 
information. 
 

Other Rights of the Individual 
In addition to the rights to make a Subject Access Request, individuals also have the following rights: 

 right to rectification of personal data held by the school; 

 right to erasure of personal data held by the school where there is no compelling reason for 
its continued processing; 

 right to restrict processing of their personal data by the school; 

 right to data portability, i.e. to request that their personal data is transferred to a third party in 
a structured, commonly used and machine-readable form; 

 right to object to the processing of personal data on the basis of legitimate interests or the 
performance of a task in the public interest, for the purposes of direct marketing or for 
purposes of scientific or historical research; 

 right to be notified of a data breach in certain circumstances. 
 

Any requests to exercise these rights should be addressed to the DPO at the address given above. 
 

Data Protection by Design and Default 
The school will adopt a privacy by design approach, and implement technical and organisational measures 
which demonstrate how the school has considered and integrated data protection principles into all 
processing activities. 
 

Privacy impact assessments (PIAs) will be used where the processing of data is likely to result in a high risk 
to the rights and freedoms of individuals, and when new technologies are introduced.  The PIA will include 
a description of the process and its purpose, an assessment of the necessity and proportionality of the 
processing in relation to the purpose, an outline of the risks to individuals and the measures implemented 
to address the risk. 
 

The school will provide comprehensive, clear and transparent policies and privacy notices, and only 
process data that is necessary for each specific processing purpose. 
 

Data Security 
The school will determine and maintain an appropriate level of security and back up for its premises, 
equipment, network, programs, data and documentation, and will ensure that access to them is restricted to 
appropriate staff.  In particular: 

 Paper-based records are kept in locked filing cabinets or cupboards, with restricted access. 

 Confidential paper records will not be left unattended or in clear view anywhere with general 
access. 

 Where files need to be taken off site, these must be signed in and out of the school office. 

 Digital data is coded, encrypted or password-protected. 

 Where data is saved on removable storage or a portable device, the device is kept in a 
locked cabinet, drawer or safe when not in use. 

 Memory sticks will not be used to hold personal data unless they are password-protected 
and fully encrypted. 

 All electronic devices are password-protected to protect the information in case of theft. 

mailto:office@westoninglowerschool.co.uk
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 Staff and governor who use personal devices are expected to follow the same security 
procedures as for school owned equipment. 

 Where data is transferred to another data processor (e.g. payroll provider), the school has 
obtained confirmation that they are storing and processing the data in accordance with 
GDPR. 
 

Data Breaches 
The school will take all reasonable steps to ensure that there are no data breaches, but if one does occur, 
the following steps will be taken: 

 On finding a potential data breach, the relevant party must inform the DPO immediately; 

 The DPO will consider whether a breach has occurred, i.e. has data been lost, stolen, 
destroyed, altered, disclosed when it should not have been, or made available to 
unauthorised people; 

 The DPO will assess the risk of the breach having a detrimental effect on the individual or 
causing them damage, and decide whether the breach must be reported to the ICO; 

 If reporting is considered necessary, this will be done within 72 hours of the breach, and will 
document the nature of the breach, with categories and numbers of individuals and/or 
records concerned, an explanation of the likely consequences, and a description of the 
measures taken to mitigate any adverse effects; 

 If the risk to individuals is high, then the DPO will also notify all individuals concerned, with 
the same information as above. 
 

Retention of Data 
Data will not be kept for longer than is necessary. Unrequired data will be deleted as soon as practicable.  
Paper documents will be shredded and electronic files overwritten or deleted.  We may also use a third 
party to dispose of records on our behalf, and will obtain guarantees for them that they comply with GDPR. 
This schedule lists the principal documents held relating to pupils and staff, but is not an exhaustive list.  
For retention periods for other documents, please refer to the Information Management Toolkit for Schools 
– www.irms.org.uk 

 

Pupil Related Records Retention Period 

Pupil file (electronic and paper copy) While the child remains at the school, then transferred to the next school 

Child protection files Date of birth of pupil + 25 years, then review 

Attendance registers 3 years from date entry made 

SEN files Date of birth of pupil + 25 years 

Examination results Current year + 6 years 

Parental consent forms for school trips Conclusion of trip, unless major incident, in which case DOB of pupil 
involved + 25 years – all consent forms to be kept in this case, to show rules 
followed for all pupils 

 

Staff Related Records Retention Period 

Appointment of new member of staff:    
unsuccessful candidates 
successful candidates 

 

Date of appointment of successful candidate + 6 months 

Added to staff personal file (see below) 

Staff personal file (electronic and 
paper copy) 

Termination of employment + 6 years 

Timesheets Current year + 6 years 

Annual appraisal/assessment records Current year + 5 years 

Allegations of child protection nature 
(even if unfounded) 

Normal date of retirement or 10 years from date of allegation, whichever is 
longer 

Disciplinary proceedings: 
- oral warning 
- written warning level 1 
- written warning level 2 
- final warning 
- case not found 

 
Date of warning + 6 months 
Date of warning + 6 months 
Date of warning + 12 months 
Date of warning + 18 months 
Dispose of at conclusion of case 

 

Monitoring and Review 
The monitoring of this policy and the procedures specified within it is the responsibility of the Head 
Teacher. The policy will be reviewed annually or when new legislation or advice becomes available. 

http://www.irms.org.uk/

